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SUMMARY OF MARKET SIZE ESTIMATIONS

Fraud identification and
identity protection

GDPR Compliance
50,000 relevant

Equivalent to 30% of global security

companies @ $11,000

market

$6.2B

Privacy Protection
Banks – 54,000 banks @ $10,000

Intelligence Agencies
1.5M employees and assets @ $100/mo

Healthcare – 24,310 hospitals @ $15,000
Dating sites – 134M people @ $8

2

BREAKDOWN OF ADDITIONAL ESTIMATIONS BY SEGMENTS
•

•

•

Regulation compliance
•

$17.2 billion will be directed towards GDPR compliance in 2017 and 2018. (page 30)

•

Market includes 50,000 relevant companies. At $5,000 per company on average this may be a $250 million opportunity

Protection from Facial Recognition or reverse image searches
•

Social media – 1.6 billion users sharing 19.4 billion photos. TAM of $1.9 billion and up (price dependent) – page 44

•

Adult entertainment industry – 3.5 million adult sites - $4.2 billion (page 49)

•

Online dating – 130 million active online daters - $1.5 billion (page 50)

•

Retail and fashion - $156 million (niche) –page 51

•

Employee protection – 324 million employees - $3.8 billion (page 54)
•

Healthcare - $1.2 billion (page 59)

•

Financials - $0.3 billion (page 62)

•

Intelligence agencies - $0.15 billion (page 61)

•

Healthcare - ~500 million medical records worldwide - $1 billion (page 58)

•

Stock photography – 1.4 billion photos @ $1 per picture = $1.4 billion (page 65)

Identification and Authentication
•

$60 billion biometrics and identity management market in 2021, of which 10% attributed to facial recognition. Assuming 30% for privacy = $1.8 billion (page
73)
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UNDER INVESTIGATION

01
COMPLIANCE
WITH
REGULATION
Understanding potential,
pseudo-anonymity

02
PROTECTION
FROM FACIAL
RECOGNITION

Authentication, AIprotection, cyber-security

03
IDENTIFICATION AND
AUTHENTICATION
Leveraging XXX technology
to improve privacy and
security in IAM
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DEFINITIONS
Personally identifiable information (PII) // sensitive personal information (SPI) - information that can be used on its own or with
other information to identify, contact, or locate a single person, or to identify an individual in context.
Anonymization - irreversibly severing a data set from the identity of the data contributor in a study to prevent any future reidentification, even by the study organizers under any condition
Pseudonymization - Pseudonymization is performed by replacing real names with a temporary ID, it deletes or masks personal
identifiers to make individuals unidentified. However, it can not prevent the individual from being identified if some specific
combinations of attributes in data record indirectly identify the individual
k-anonymization - defines attributes that indirectly points to the individual's identity as quasi-identifiers (QIs) and deals with
data by making at least k individuals have same combination of QI values. New combination of QI values prevents the
individual from being identified and also avoid destroying data records
privacy preserving data publishing (PPDP) - methods and tools for publishing data in a more hostile environment, so that the
published data remains practically useful while individual privacy is preserved
linkage attack - A re-identification attack, where each record in a de-identified dataset is linked with similar records in a
second dataset that contains both the linking information and the identity of the data subject
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ACRONYMS USED
CISO - Chief information security officer
PETs - Privacy Enhancing Technologies - a coherent system of ICT measures that protects privacy by
eliminating or reducing personal data or by preventing unnecessary and/or undesired processing of
personal data, all without losing the functionality of the information system (list of PET solutions)
BFSI – Banking, Financial services, and Insurance
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REGULATION COMPLIANCE
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The balance of forces has shifted in the networked
age. People are now “public by default and private by
effort.”
-- danah boyd
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REGULATORY OVERVIEW
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CURRENT STATUS OF DATA PROTECTION REGULATION

Ovum
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EU'S GENERAL DATA PROTECTION REGULATION (GDPR)
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REACH
GDPR protects all EU data subjects, independent of where they—or their data—are located
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PURPOSE
• To give people more control over how their personal data is used, bearing in mind that many
companies like Facebook and Google swap access to people's data for use of their services
• To give businesses a simpler, clearer legal environment in which to operate, making data
protection law identical throughout the single market (the EU estimates this will save businesses a
collective €2.3 billion a year)
• European regulations will set the standard for global data privacy
• Privacy by design and default - European regulators will expect that the most privacy-friendly
settings or postures—such as those that collect, retain, and share personal information – will be
built into new products, devices, and business processes. Privacy-design requirements may give
rise to a need for privacy engineers to embed privacy features throughout the daily operations of
their businesses

13

TWO MAIN COMPONENTS
1. General Data Protection Regulation - empowers people to better control their personal data
2. Data Protection Directive - for the police and criminal justice sector, ensures that the data of
victims, witnesses, and suspects of crimes, are duly protected in the context of a criminal
investigation or a law enforcement action
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GDPR ISSUES AND THEIR IMPACT

Automatic picture theft from online sources is a way of passing information without consent.

Ovum
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RECOMMENDATIONS ON FACIAL RECOGNITION DATA HANDLING
From “Opinion 02/2012 on facial recognition in online and mobile services”, adopted by the European Commission on 22
March 2012:
•

Recommendation 6: The data controller must take appropriate steps to ensure the security of data transit. This may
include encrypted communication channels or encrypting the acquired image itself. Where possible, and especially in the
case of authentication/verification, local processing should be favored.

•

Recommendation 7: Data controllers must ensure that data extracted from a digital image to build a template will not be
excessive and will only contain the information required for the specified purpose, thereby avoiding any possible further
processing. Templates should not be transferrable between facial recognition systems.

•

Recommendation 8: The data controller must consider the most appropriate location for storage of the data. This may
include on the user’s device or within the data controller’s systems. The data controller must take appropriate steps to
ensure the security of the data stored. This may include encrypting the template. It should not be possible to obtain
unauthorized access to the template or storage location. Especially for the case of facial recognition for the purpose of
verification, biometric encryption techniques may be used; with these techniques, the cryptographic key is directly bound
to the biometric data and is re-created only if the correct live biometric sample is presented on verification, whereas no
image or template is stored (thus forming a type of “untraceable biometrics”).
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CONSEQUENCES
• GDPR requires organizations to safeguard personal data, which may include anything from data
about political viewpoints to health history
• Will be enforced starting on May 25, 2018
• Businesses that fail to comply with the regulation can be subject to administrative fines of up to
€20 million, or as much as 4% of the total worldwide annual turnover of the preceding financial
year, whichever is higher
• Organizations face a patchwork of contradictory and conflicting global privacy regulations, and
need technology options to address all eventualities (Ovum)
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CHILDREN’S ONLINE PRIVACY PROTECTION ACT.11
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BACKGROUND
• Enacted in 1998, the Children’s Online Privacy Protection Act requires covered website and
online service operators to obtain verifiable parental consent before collecting personal
information from children under 13, with certain exceptions
• Regulations implementing the act define “personal information” to include a photograph or video
containing a child’s image, as well as other information such as full name and e-mail address
• In its 2013 final rule amending its regulations implementing the act, FTC expressly addressed facial
recognition technology in the discussion of its decision to incorporate photographs of a child
under 13 into the definition of “personal information,” noting the inherently personal nature of
photographs and the possibility of them being paired with facial recognition technology

link to rule
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US BILLS IN PROGRESS
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S.1897 - PERSONAL DATA PRIVACY AND SECURITY ACT OF 2014
•

•

•

Subjects a business entity engaging in interstate commerce that involves collecting, accessing, transmitting,
using, storing, or disposing of sensitive information in electronic or digital form on 10,000 or more U.S.
persons. Exempts:
•

Financial institutions

•

Healthcare institutions

Requires a business entity subject to this title to:
1.

comply with specified safeguards identified by the FTC in a rulemaking process for the protection of sensitive personally identifiable
information; and

2.

implement a comprehensive personal data privacy and security program that includes administrative, technical, and physical safeguards
appropriate to the size and complexity of the entity and the nature and scope of its activities

Requires such a business entity to
1.

identify reasonably foreseeable vulnerabilities that could result in unauthorized access, disclosure, use, or alteration of sensitive
information or systems containing such information;

2.

design personal data privacy and security program to control risks

3.

adopt measures commensurate with the sensitivity of the data

https://www.congress.gov/bill/113th-congress/senate-bill/1897
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PROTECTION OF INFORMATION AT FEDERAL AGENCIES
S.1927 - Data Security Act of 2014 Introduced to Senate on 15 Jan 2014
Section 6a - Data security standards
Each agency shall implement appropriate standards relating to administrative, technical, and physical
safeguards—
1. to insure the security and confidentiality of the sensitive account information and sensitive
personal information that is maintained or is being communicated by, or on behalf of, that agency
2. to protect against any anticipated threats or hazards to the security of the sensitive account
information and sensitive personal information
3. to protect against misuse of the sensitive account information and sensitive personal information
that could result in substantial harm or inconvenience to a consumer

https://www.congress.gov/bill/113th-congress/senate-bill/1927/text
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COMPLIANCE COST ESTIMATES
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THE GLOBAL REGTECH MARKET
•

Regulatory technology (RegTech) - created to address regulatory challenges in the
financial services sector through innovative technology. RegTech consists of a
group of companies that use technology to help businesses comply with
regulations efficiently and inexpensively

•

The global demand for regulatory, compliance and governance software is
expected to reach $118.7 billion by 2020 (from $50 billion in 2015)

•

55% of the spending will occur in the consulting and business services

•

Covers many aspects necessary for continual regulatory compliance

•

North America is expected to overtake Europe and Asia-Pacific when it comes to
spending in regulatory software over the next five years

•

At present, close to 35% of the software spending happens in Asia-Pacific

•

A sizeable number of RegTech firms has taken the partnership route for growth

Yossi:
XXX is potentially a small
player in this market. However,
the real opportunity may lie in
providing XXXs capabilities to
RegTech companies.

https://letstalkpayments.com/a-report-on-global-regtech-a-100-billion-opportunity-market-overview-analysis-of-incumbents-and-startups/
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USAGE DRIVERS
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THE MAIN REASON COMPANIES USE ENCRYPTION TECHNOLOGY IS
REGULATION
Main driver for using encryption technology

Yossi:
The global encryption software
market was $2.2B in 2015 and
will reach $7.17 by 2021.
(Source)

http://go.thalesesecurity.com/rs/480-LWA-970/images/AR-Global-Encryption-Trends-Study.pdf?aliId=46913561
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THE NEED FOR TECHNOLOGY TO MANAGE DATA PRIVACY
The change in the need for technology to manage data
privacy

95% of companies surveyed said they have a greater
need for privacy-related technology

Total investment in managing data privacy

97% of companies surveyed are increasing
their investment in data privacy

TrustArc Privacy and GDPR Compliance Research Report – part 1, part 2, part 3. Survey of US based privacy professionals from companies who are
subject to the EU GDPR
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THE MOST IMPORTANT INFORMATION TO PROTECT IS EMPLOYEE DATA
Data types routinely encrypted

http://go.thalesesecurity.com/rs/480-LWA-970/images/AR-Global-Encryption-Trends-Study.pdf?aliId=46913561

28

GDPR – AREAS WHERE IS HELP MOST NEEDED?

77% of companies need help in data de-identification

TrustArc Privacy and GDPR Compliance Research Report – part 3. Survey of US based privacy professionals from companies who are
subject to the EU GDPR

29

ESTIMATING GDPR COMPLIANCE COSTS
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TOTAL GDPR SPENDING
Expected GDPR-related spend (2017 and 2018)

Estimating an average spend per company
Calculation excel

• Assumptions
•

Less than $100K = $50,000

•

$100K-$500K = $250,000

•

$500K-$1M = $750,000

•

> $1M = $2,000,000

50,000

17%

250,000

42%

750,000

23%

2,000,000

17%

Average

626,000

• $626,000 x 55% = $343,000 per company
• In Europe there are 45,000 companies with more
than 250 employees (source)
• Additional 4,500 US enterprises formerly enjoyed
safe harbor (source)
55% will be directed to
technology

Total spend = $343,000 x 50,000 companies = $17.2 Billion
(estimated spend on XXX per company = $11K)

TrustArc Privacy and GDPR Compliance Research Report – part 1, part 2, part 3. Survey of US based privacy professionals from companies who are
subject to the EU GDPR
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FEEDBACK FROM INVESTABLE SOLUTIONS
Yossi:

It is not exactly clear what % of the $17.2B will go towards protection
of the type that XXX is offering. It would be best to estimate cost of
XXX per company and multiply by 50,000 to get TAM (for example
$2,000 per company would mean a TAM of $100M)
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BARRIERS TO ENTRY
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PROVIDING TECHNOLOGY IS NOT ENOUGH
Preferred partner in meeting privacy needs

48% of companies stress that experience is the most important factor in selecting a company
to work with on GDPR compliance
TrustArc Privacy and GDPR Compliance Research Report – part 1, part 2, part 3. Survey of US based privacy professionals from companies who are
subject to the EU GDPR
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PROTECTION FROM
FACIAL RECOGNITION
USAGE CASE ANALYSIS
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OVERVIEW OF PERSONAL
INFORMATION USAGE
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RELEVANT PERSONAL INFORMATION ONLINE
% of adult internet users who say this information about them is available online
A photo of you

66%

Your birth date

50%

Your email address

46%

Your employer / company you work for

44%

Things you’ve written using your name

38%

Your home address

30%

Which groups / orgs you belong to

29%

Your cell number

24%

Your home phone number

21%

Video of you

21%

Your political party / affiliation

20%

0%

20%

http://www.pewinternet.org/2013/09/05/anonymity-privacy-and-security-online/

40%

60%

80%
37

THREAT EXAMPLES
• Privacy intrusion - perfect strangers can find all of your once private information online just by
having a picture of your face. Example:
•

A new app called FindFace, recently released in Russia, allows anybody to snap a photo of a passerby and discover
their real name.

•

The app allows people to upload photos and compare faces to user profiles from the popular social network
Vkontakte, returning a result in a matter of seconds.

•

App was used to reveal the real names of porn actresses against their will

• Eeck factor
•

Megacams, a live sex search engine, released a feature that uses facial recognition so you can find a porn-star
doppelganger for someone you know

•

Megacams has a database of over 180,000 cam performers, with approximately 5,000 online at any given time

• Pictures stolen from various sources can be used to spoof face recognition
• Future employers use image search to find photos and videos of applicants online
• IRS uses facial recognition to examine if your online life fits your reported income
38

Yossi:

A working assumption should be made that the vast majority of users
will not pay for XXX services. The revenue should originate with
companies. In the following slides we will try and examine several use
cases for the need by companies and estimate potential market sizes
from them.
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TWO SIDES TO THE EQUATION
Source of stolen
personal images

Uses of personal
images

Social media
Public websites
Corporate databases
Health records
Intelligence agencies

Hacking
Identifying
Identity theft
Abuse
Piracy

Can be protected by XXX

Solutions can be offered by
XXX (some also covered in next chapter)
40

SOCIAL MEDIA
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USAGE CASE EXAMPLES
• Anonymize all user pictures
•

Process
•

User selects pseudo-anonymity option

•

Social network anonymizes all uploaded images and videos

• Anonymize profile pictures
•

•

Process
•

User uploads profile photo

•

Network anonymizes it and saves as profile pic

•

When someone copies and re-uploads the picture the network can identify it has been XXXed

•

The copier’s account is identified as fraudulent

Benefits - Minimizes ability to steal personal photos (previous attempt made by Facebook India)

• Auto-anonymize all children’s photos
42

POTENTIAL USER BASE SIZE
• 54% of people on social media have shared a photo or
video of themselves (source 1, source 2)
• 70% of people with children have shared photos of their
children (source)
• 61% of those aged 16-24 and 64% of those aged 25-34
shares private and sensitive photos of themselves with
others, compared to just 38% of the over 55s (source)
• 350 Million photos are uploaded every day to Facebook
(source)

https://www.slideshare.net/wearesocialsg/global-digital-statshot-q3-2017
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HOW OFTEN DO PEOPLE POST PERSONAL PHOTOS OR VIDEOS ON FACEBOOK?
Under 30

30-44

45-64

65+

Every day

3%

8%

1%

1%

A few days a
week

6%

14%

9%

2%

About once
a week

19%

10%

7%

3%

About once
a month

22%

29%

20%

13%

Hardly ever

38%

26%

38%

46%

Never

11%

10%

24%

34%

Not sure

1%

3%

0

0

https://d25d2506sfb94s.cloudfront.net/cumulus_uploads/document/lcergepzz1/tabs_HP_Facebook_20160425.pdf

Roughly 55% of Facebook
users post a personal
picture or video at least
once a month
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ESTIMATING POTENTIAL USER BASE
• 3 Billion users x 54% uploading personal photos = 1.6 billion users
• 1.6 billion users x 12 photos per year = 19.4 billion photos
• Total Addressable Market (TAM) is derived from pricing. For example:
•

$0.1 per user per month = $1.2 per year x 1.6 billion = $1.9 billion / year

•

$1 per person per month = $12 per year x 1.6 billion = $19 billion /year
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Children
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THE UNDER 14 POPULATION
• In the OECD there are 285 million individuals under the age of 14 (331 million under 18) (OECDStat)
Assuming similar penetration of social network as in the US, this translates into 285 million x 90% = 256 million children

• In China there are 234 million (CIA World Factbook). Social network penetration in China is 57%. This translates into 234
million x 57% = 133 million

• In India there are 351 million (CIA World Factbook). 34.8% of the population has Internet access, of which 70% are social
network users. This translates into an equivalent of 351 million x 34.8% x 70% = 85 million children.

Total potential relevant population ~475 million children
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PUBLIC WEBSITES
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POTENTIAL INDUSTRIES EXAMPLES
• Dating sites – Anonymizing profile pictures to ensure they cannot be found by web
searches
• Adult entertainment industry - Anonymize all pictures and videos to ensure they are not
searchable by face recognition
• Retail – protecting identity of models
• Stock Photography – protecting from piracy
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SIZE ESTIMATIONS – ADULT INDUSTRY
Data points
• Founded in 2007, Pornhub has grown to hold over five million
videos viewed by over 75 million visitors a day (source)
• There are approximately 7 million pornographic websites (source)
• 13,000 films released a year (source)
Market size estimation
• Assuming 50% of porn sites are inactive or duplicates, this
leaves 3.5 million potential sites
• At a price point of $100 per month per site this translates into
$4.2 billion TAM
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SIZE ESTIMATIONS – ONLINE DATING INDUSTRY
Use of online dating sites as % of population by age 2013
and 2015

Data points
• Total number of single people in the U.S. – 54.35 million
• Total number of people in the U.S. who have tried online
dating – 49.6 million
• 33.5 million people in US actively engaged in online
dating
Market size estimation
• Assuming global x4 for global population = 130 million
people
• At a price point of $1 per month per person this
translates into $1.5 billion TAM

Location
United States
% in online dating
Total in online dating

(source)

Calculating number of people in US
Adults 19-25 Adults 26-34 Adults 35-54 Adults 55-64
30,474,600

38,959,600

82,570,800

15%

22%

17%

12%

8,571,112 14,037,036

4,936,212

4,571,190

65+

41,135,100 47,546,500
3%

1,426,395 33,541,945
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SIZE ESTIMATION – RETAIL AND FASHION INDUSTRY
Data points
• Revenue in the "Fashion" segment in the US amounts to $69.8
billion in 2017 (statista)
• There are 5,800 models working in the US
• There were 12-24 million online stores in 2013, from which
only 650,000 have an annual revenue higher than $1,000k
Market size estimation
• Assumption - 20% of sites are relevant (fashion and selling
more than $100K annually) = 130,000 sites
• Market – 130,000 x $100/mo. = $156 million per year (niche)
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EMPLOYEE AND CUSTOMER
PROTECTION
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USAGE CASE
• Protecting employee, customers, and interviewee files by XXXing pictures both those available
online and those in company records
• An example of a data breach: Two hacking attacks on the Office of Personnel Management
(presumably by Chinese hackers):*
•

December 2014 - affected 4.2 million background-investigation applications

•

April 2015 - affected an additional 21.5 million records, including 1.1 million fingerprints

* http://searchsecurity.techtarget.com/news/4500260167/Alleged-OPM-breach-hackers-arrested-by-Chinese-government
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NUMBER OF RELEVANT COMPANIES
Data Points
• 18,200 companies in the US with more than 500 employees

Distribution of USA businesses by employee size

• These large enterprises employed 59.9 million people in
2012 (latest census)
• The US public sector employs 21 million people for a total of
81 million relevant employee
• The US represents 24% of the world’s global GDP
Market size estimation
• Based on this percentage we can assume that global number
of relevant employees will be x4 of the US = 324 million
• At $1/mo. per employee, total annual market size =
$324 million x $12 = $3.8 billion

Source
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Healthcare
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“Our industry diligence suggests that privacy concerns arise more from the provider side than the
consumer side-- especially in the age of social media/sharing. Making mobile therapies HIPAA
compliant, however, represents one of the most logistically challenging aspects of wireless healthcare.”
Goldman Sachs Global Investment Research, 2015
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Usage cases
• De-identifying patients photos in medical records (EHR, EMR)
• HIPAA for telehealth and remote diagnostics
• Protecting employee data
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PROTECTING PATIENT RECORDS
Data points
•

Pictures are added to medical records (EHR or EMR), as an identifier as well as for medical purposes (Say cheese:
Patient photos being added to medical record)

•

Percentage of office-based physicians using any EHR/EMR – 86.9% in 2015 (cdc)

•

Hospital reach a 96% penetration when using EHRs (Hospitals achieve 96% EHR adoption rate)

•

Health IT market was estimated at $134 billion in 2016 and growing at a fast pace of 15.9% per year (source)

•

Global EHR market was estimated at $23.22 billion in 2016, of which ~50% originated in the US (source)

Market size estimation
•

83.6% of people in the US visited a physician or hospital in the past year (source)

•

90% will have an EHR or EMR

•

340 million people x 83.6% x 90% = 255 million people

•

Pricing $2 per person x2 for global = 255M x $2 x 2 = $1 billion
59

PROTECTING EMPLOYEE DATA
Data points
• In the US there are:
•

12.4 million healthcare employees (source)

•

4,862 hospitals (source)

•

4,134 rural health clinics (source)

• According to the World Health Organization there are only 26 million health workers worldwide,
but these numbers seem too low.
Market size estimation
• Assuming US represents 25% of global health workers, this translates to ~50 million people
• Pricing $2 per person/mo. x 50 million for global = $1.2 billion
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Additional subsectors
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THE INTELLIGENCE COMMUNITY
Usage case
• Protecting information of employees and assets – online and in private databases
Data points
• The United States intelligence community is comprised of 17 federal agencies
•

In 2010, the Washington Post documented almost 2,000 private companies working on counterterrorism,
homeland security, and intelligence.

•

Over 5 million government employees and private contractors now hold security clearances giving them
access to classified information, of which 1.5 million are Top Secret.
Number of employees/contractors by clearance level

Market size estimation
• For US – 1.5 million people x $100 per year = $150 million (niche)
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FINANCIAL SERVICES
Usage case
• Protecting employee information
Data points
• The financial services and insurance sectors employed 6.08 million people in 2015 (source)
•

There are a total of 13,066 financial institutions in the U.S (source), which translates to 465 employees per
institution

•

In the UK there are 2 million financial service employees (source)

•

Additional info about a select number of countries (data from 2011):
•

EU-27 –

banks – 7,162

bank employees – 3 million

•

UK -

banks – 368

bank employees – 0.5 million

•

USA

banks – 6,291

bank employees – 2 million

•

Japan

banks – 142

bank employees – 0.3 million

Market size estimation
• 13,500 banks in EU+UK+US+JP x 2 (for rest of world) x 2 for other FSBI = 54,000 financial institutions
• 54,000 x 465 employees = 25 million people x $1/person/mo. = $300 million per year (niche)
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Stock photography protection
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THE PROBLEM STATEMENT AND USAGE CASE
• Stock photography is often pirated by doing a reverse image search and finding the image in use
in a website where it can be easily downloaded
• Usage case – protecting images from image searches
•

A person purchases a stock photograph

•

He receives and uses a copy that has been XXX’d

•

That photo will not appear in reverse image searches
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ESTIMATING MARKET SIZE
Data Points
• As of January 2017 Shutterstock had 116.2 million images on its
servers (Shutterstock annual report)
• 25 million images are added annually to the Shutterstock (source)

Stock photography addressable market
($ billions)

• The company’s revenues were $500M which represents about
8.3% of the stock image market ($6 billion)
Market size estimation
• Total number of stock pictures – 116 million / 8.3% = 1.4 billion
• At $1 per picture = $1.4 billion TAM

Shutterstock March 2017 Investor presentation
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IDENTIFICATION AND
AUTHENTICATION
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BACKGROUND
A diverse field that touches on many defined markets
•

Identity & Access Management (IAM) using facial recognition a framework for business processes that facilitates the
management of electronic identities. The framework includes
the technology needed to support identity management, A.K.A
Personal Identity Management (PIM)

•

Customer IAM (CIAM) – technologies that allow companies to
recognize their customers, collect essential first-party data,
and provide personalized service. These technologies allow
companies to register and authenticate customers (including
through facial recognition), manage their database, and
connect with them to present new offerings

•

Evolution of Identity

Deloitte Digital

Identity-Based Cryptography (IBC)
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MAPPING THE COMMERCIAL DIGITAL TRACKING AND PROFILING LANDSCAPE
Yossi:
This is a very complex market
space and covers many
industries.
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http://crackedlabs.org/dl/CrackedLabs_Christl_CorporateSurveillance.pdf

DRIVERS – CONVERGENCE OF TECHNOLOGIES AND MARKETS
• Increased adoption of biometric-IoT solutions (example: BioConnect)
• Ubiquitousness of high-definition cameras in smart phones
• Face recognition offered by default in Samsung Galaxy S8, iPhone 8, future Android phones, Sony
Xperia
• Rise in cyber attacks
• Adoption by financial institutions (New York forces banks to go biometric)
Examples of early adopters
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BARRIERS TO FACIAL RECOGNITION ADOPTION
• Security - Face recognition is perceived as
insecure
•

Galaxy S8 face recognition hacked by simple photo

•

Facebook recognition hacked using photos and VR
modeling

Authentication methods – perceived strength
by country

• Performance – the ability of smaller IoT devices
to perform complex facial recognition
computations
• Connectivity – the need to be connected to a
repository of faces for identification
• Privacy
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USAGE CASE FOR XXX
• First phase encryption of saved biometrics for facial recognition
• Encrypting printed IDs to ensure they cannot be stolen
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DATA POINTS
• Currently only 3% of smartphone apps use face recognition for authentication (An Overview of Facial
Recognition and its Applications in Retail)

• Face recognition’s share in biometrics market – 4% (source)
• 2.5 billion users of biometric identification by 2020 (Deloitte Digital)
• Estimates to market sizes of related industries
Industry definition

Size Forecasts (billions $)
2016

2017

2019

2021

IoT-Identity Access
Management
Identity & Access
Management (IAM)
Customer Identity
Management (CIAM)
Biometrics

2022
20.0

CAGR

Source

16%

Market Research Future

26.7
8.1

14.8
14.3

18.3

44.2

Global Market Insights
12.9%

Markets and Markets

31.7

17.3%

Markets and Markets
Markets and Markets

23.6

16.9%

Allied Market Research
Radiant Insights
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ESTIMATING MARKET SIZE
• Based on reverse CAGR calculation, the market in
2021 is estimated at $123 billion
• Assuming a 50% discount due to overlap the
market size for biometrics and identity management
in 2021 will be $60 billion
• With the increased adoption of facial recognition
(and with improved security using solutions such as
XXX) it is assumed that facial recognition’s part will
reach 10%, i.e. a derived market of $6 billion

Industry definition

2021

2022

CAGR

IoT-Identity Access Management 17.2

20.0

16%

Identity & Access Management
14.8
(IAM)
Customer Identity Management 27.0
(CIAM)
20.2
Biometrics

44.2

Total

123.5

12.90%
31.7

17.30%

23.6

16.90%

• Privacy expenses comprise 30% of the security
market, therefore $6 billion x 30% = $1.8 billion
TAM (Source)
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COMPETITIVE
OVERVIEW
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Yossi:

There is no 1-to-1 competitor. There are other technologies and
methods to achieve the end result XXX can offer, which is to protect
personal visual information and privacy. I will try to cover some of them
here, however not much data is available as these are solutions that are
usually an integral part of IAM, CIAM, identity-management, biometric
identification, and facial recognition products and not stand-alone
product.
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Competitive Landscape
Threat Vector
Academic research

Data Cloak
($10K and up)

Biometric and identity data protection
(pricing $100K and up)

Health data safety
($10K and up)

Facepixelizer

Face Dazzler

Symantec Encryption
solutions
($20K and up)

Universal De-identification Platform
(UDiP)
(pricing unknown)

Identity data encryption
(pricing $100K and up)

Obfuscation

De-Identification

Encryption

Cheap (some open-source)

HIPAA specific

Brute force

Reversible

Expensive to implement (may require
dedicated hardware)

Reversible by deep learning

Text-based

Pictures publicly unusable

Pictures publicly unusable

The industry
gap

Reversible
Results unreadable to humans
Data agnostic
Requires expertise to implement
successfully
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Obfuscation - Apps and services that hide faces

Name

Face Dazzler

Facepixelizer

Do not Snap

Description

App that adds polygons to picture to
hide faces from facial recognition
software

One of many tools available to pixelate or
blur faces (e.g. photohide or solutions
available in most advanced photo and
video editors)

Wearable badge to request
anonymity

Technology

Simple - Identifies face location and
adds pre-determined shapes

Simple - Identifies faces and pixelates
them

Simple – identifies the presence
of the badge and uses a face blur

Consumers

Consumers, publishers

Publishers

Business Model

None

None

Open sourced by AVG

Pricing

Free

Free

Free

Target Market
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De-identification - Data masking for compliance
Name

DE-IDATA

Cloak

Do not Snap

Description

Software to de-identify health records

nables healthcare IT analysts to quickly
remove protected patient data
transported in EMRs, lab systems, and
other healthcare IT systems

De-identification engine and
anonymization for XML, database
tables, DICOM objects,
spreadsheets, and CSV files

Technology

Uses principles of artificial intelligence
to “read” narrative text to distinguish
PHI from non-PHI. It then creates a
duplicate de-identified version of the
record while linking to the original.
Operates on-premise.

Part of an overall solution for HIPAA
compliant systems.

A Java library, UDIP can be
integrated in a client environment
and invoked via Java or C API

Target Market
Business Model
Pricing

Healthcare and life sciences companies
Annual licensing fee. Sold through
channel-partners and value-added
reseller.

On-prem software. Free 7 day trial after
that priced based on integration difficulty
and on-going usage

Open sourced by AVG

$10,000 and up

Integration - $1,000-$2,500
Subscription - $55-$200/mo.

Unknown
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Encryption for security and privacy
Name

PGP

TrustedX

Description

Data-at-rest (databases, applications)
and data-at-motion encryption
solutions

Various solutions for on-prem (end point)
and cloud encryption

Platform that provides data
protection mechanisms in the
exchange of information
(supports encryption formats for
documents, email and Web
messaging) as centrally managed
Web services.

Technology

RSA-based, mostly hardware based
solutions

PGP. Provided as software or hardware
solutions.

Public key technology (PKI)

Target Market
Business Model

Pricing

Biometric Data Protection

Corporations, financial institutions, trust service providers, governments
Annual licensing fee, mostly sold as
part of a full biometrics solution

Security as a service

Sold through value-added-reseller
as part of identity management
solutions (infoguard in Israel)

$50,000 and up

Pricing varies. Small (less than $10K/mo.)
are sold through partners, larger projects
are sold directly and depend on exact
hardware/software combination and
needs

Varies based on complete
message from $1,000s to $100Ks
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Yossi:

Competing solutions’ business models are usually as part of a more
complete solution and sold through distributors and value added
resellers. Pricing is dependent on the size of the customer, but is never
(that I know of) related to the number of records or size of data.
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Data masking and encryption for compliance
Additional solutions available, non specifically for protection of images, including:
• Impreva – formerly Camouflage software inc
• Delphix
• Informatica
• privacy-analytics.com (full privacy solution including data anonymization and masking)
• iri.com
• Biometric cryptography - hypr.com/biometric-encryption
• Open source solutions
•

DiCom Cleaner
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ACADEMIC RELATED RESEARCH
• Visual Cryptography for Face Privacy
• Framework for Preservation of Biometric Information with Facial Template Protection using GrayLevel Extended Visual Cryptography Scheme
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AUTONOMOUS CARS
ADVERSERIAL ATTACKS
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BACKGROUND
Google found altering an image just 4% could fool
AI into thinking it’s a different object 97% of the
time. (source)
This poses a potential risk of adversarial attacks for
autonomous cars that rely on computer vision
The question asked is what is the economic
viability for developing solutions to counter such
attacks (go-no-go recommendation)

Camouflaging a stop sign

Additional reading material
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THE AUTONOMOUS VEHICLE MARKET FORECAST
• Some forecasts say that 10
million self-driving cars will be
on the road by 2020 (source)

Projected size of the global autonomous vehicle market in 2025,
by type (in billion $)

• However, many analysts say
that this market will only really
take on in 2023, with shipment
volume of autonomous cars
reaching 600,000 units in 2025.
And increasing to 29.31 million
units by 2035 (source)

Source
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ADVANCES DRIVER ASSISTANCE SYSTEMS (ADAS) WILL BE MORE COMMON
Global ADAS unit shipments in 2020, by OEM (in millions)

Source
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THE MARKET FOR AUTONOMOUS CARS SAFETY AND SECURITY
• Safety is expected to generate
37% of all revenues

Estimated connected car revenues (and market share) by product
package, 2015–22

• Frost & Sullivan research found
that growing digitalization will
drive the automotive industry to
invest $82 billion by 2020 on
advanced technologies, and that
the automotive industry’s spend
on car cyber-security is expected
to increase at a CAGR of 24.4%
from 2015 to 2025

PwC
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HOWEVER, COMPUTER VISION IS ONLY ONE POTENTIAL TECHNOLOGY
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CAMERAS ARE NOT EXPECTED TO BE THE MAIN COMPONENT
Global autonomous vehicle component market potential for
automotive suppliers in 2050, by segment (in million $)

Global ADAS by Sensor Type in 2020 (%)

Source: Allied Market Research, 2015

source
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THE MARKET FOR AUTOMOTIVE CAMERAS
Global automotive camera sales in 2015 and 2020, by type (in
billion $)

http://groupementadas.canalblog.com/archives/2016/03/16/33515913.html
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AUTOMOTIVE CYBER-SECURITY
• An emerging market. Expected to reach $759 million by 2023 (source)
• Solutions will be either as OEMs or as part of existing solutions
Automotive cybersecurity software revenue sales
(in million dollars)
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CONCLUSION
It seems that the need is not yet clear and may be solvable with the
computer vision algorithms. Investors are focusing on cyber-security for
autonomous vehicles, but more on internal attacks than external ones.
The thinking is that messing with the road is a felony offense and must
also be handled by the authorities and not only by the vehicles
themselves.
Recommendation: wait 12-18 months and revisit to see if this becomes
an issue.
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ERRATA
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Type of data used by big data solutions worldwide, Spring 2015

https://www.statista.com/statistics/562423/worldwide-big-data-data-types-in-use/
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Evaluating the effectiveness of multimedia de-identification is a multidimensional problem, including:
• The precision and accuracy of identifying objects requiring de-identification - Google reports that its
completely automatic system is able to blur 89% of faces and 94-96% of license plates. Nevertheless,
journalists have criticized Google for leaving many faces unblurred. Journalists have also criticized Google for
blurring the faces of religious effigies. In some contexts, it may be unacceptable to blur or otherwise
adulterate certain objects, symbols, or individuals.
• The reversibility of the transformation - Care must also be taken if pixelation or blurring are used for obscuring
video, as technology exists for de-pixelating and de-blurring video by combining multiple images.
• The visual quality of the resulting imagery - Blurring and pixelation have the disadvantage of creating a picture
that is visually jarring and could potentially affect one’s interpretation of the scene.

National Institute of Standards and Technology (NIST), “De-identification of Personal Information“, page 42
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IDENTITY THEFT

An estimated 17.6 million persons, or
about 7% of U.S. residents age 16 or
older, were victims of at least one
incident of identity theft in 2014*

*https://www.bjs.gov/index.cfm?ty=pbse&sid=60
https://identity.utexas.edu/mitigating-the-impact-of-identity-theft-on-the-economy
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ATTRIBUTES MOST COMMONLY USED IN IDENTITY THEFT
Yossi:
Pictures are not yet used as
part of identity thefts. This is a
danger for tomorrow with the
introduction of face
recognition in security
measures

https://identity.utexas.edu/research-projects/identity-threat-and-assessment-prediction-itap
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Links
Surveillance and online identity
Cracked Labs, “Corporate Surveillance in Everyday Life: How Companies Collect, Combine, Analyze, Trade, and Use Personal Data on Billions”,
June 2017
Telstra, “Mobile Identity: The Fusion of Financial Services, Mobility and Identity”, 2015

Facial Recognition
Who Owns Your Face?
Opinion: Powerful facial-recognition software can shred your privacy with just 1 photo
Opinion: How facial recognition technology is turning people into human bar codes
How my face got stolen

Privacy
Privacy and Data Protection at the time of Facial Recognition: towards a new right to Digital Identity?
Privacy Impact Assessment (PIA) - BioConnect: combining facial recognition and MAC address tracking for authorising access to Wi-Fi
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Links, page 2
Children
The Perils of 'Sharenting’

Digital photos
Photos, Photos Everywhere
Photo and Imaging Market Trend Report 2016, PIV imaging
Photo sharing: trillions and rising, Deloitte
10 Helpful Websites for Protecting Your Photography Copyrights

Big Data
CIA Chief Tech Officer: Big Data Is The Future And We Own It (2013)
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